DARIUS YEUNG

Cybersecurity Architect | Cor. Sec. @ SD ISSA | SOC, Risk, Vulnerability, IT Audit & Al Security Specialist
San Diego, CA, 92126 | dyeung0708@gmail.com | linkedin.com/in/darius-yeung | (816) 868-6648

SUMMARY

Cybersecurity professional with hands-on experience in cloud security, SOC operations, vulnerability
management, risk assessment, compliance audits, and incident response. Proven ability to reduce threats,
ensure regulatory compliance, and optimize security operations. Actively building expertise in Al security to help
organizations secure Al-driven systems and emerging threat surfaces.

TECHNICAL SKILLS
AWS, GCP, & Microsoft Azure C, C++, Python, Java, x86 Assembly Zeek, Wireshark & Nmap

Zero Trust Architecture Windows 7, 8, 10, 11 & Server Nessus Tenable & OpenVAS
SOC Implementation with SIEM Ubuntu 24.04, 25.04 & Kali Linux  Burp Suite & Metasploitable
Security Audits (SOC I, I, 1) Windows Event Viewer & Linux Syslog Third-Party Risk Management

MITRE ATT&CK & MITRE ATLAS AI/ML Security Fundamentals
PROFESSIONAL EXPERIENCE

Cybersecurity Architect at General Atomics (GA-ASI) Jul 2026 — Present
» Support security architecture for Unmanned Aerial Systems (UAS), spanning aircraft, datalinks, sensor
payloads, and ground control stations.
» Support the Risk Management Framework (RMF) process end-to-end, from defining security requirements
through implementation, testing, and Authorization to Operate (ATO).
Cyber Security Analyst at Vuori (Contract) Sep 2025 — Nov 2025
» Delivered security awareness training via KnowBe4; reduced phishing susceptibility by 40%.
» Ran phishing simulations and cyber activities for Security Awareness Month.
» Supported threat monitoring and Rapid7 vulnerability scans.
* Remediated vulnerabilities and strengthened endpoint security posture.
» Assisted with access management, policy updates, and internal audits.
» Analyzed SOC Il reports and performed third-party risk assessments via OneTrust.
Cyber Security Analyst — Center for Cybersecurity Eng. & Tech., USD Sep 2023 — May 2025
» Secured cloud infrastructure on AWS, Microsoft Azure, and OpenStack; reduced security incidents by 30%.
» Led vulnerability assessments and penetration testing using OWASP and MITRE ATT&CK frameworks.
* Implemented STIG hardening and authored ISSPs to meet compliance standards.
» Drove incident response and forensic analysis; reduced resolution time by 20%.
» Completed NIST, ISO 27001, and CMMC audits with 100% compliance.
* Integrated SIEM solutions for real-time threat detection and response.
Helpdesk Analyst & Store Associate — MeMe Tea & Desserts Oct 2020 - Present
* Developed and maintained a disaster recovery plan ensuring business continuity.
» Troubleshot POS systems and third-party delivery platforms, improving operational uptime.
» Trained staff on technology use and security procedures, reinforcing cybersecurity awareness.
» Resolved technical issues efficiently, demonstrating strong problem-solving and communication skills.

EDUCATION & CERTIFICATIONS

University of San Diego (USD) Sep 2023 — May 2025
Master's of Science in Cybersecurity Engineering

+ GPA: 4.0
University of San Diego (USD) Sep 2021 — May 2024
Bachelor's of Science in Computer Science, Minor in Mathematics

« GPA: 34
Anthropic Academy — Introduction to Model Context Protocol (MCP) June 18, 2026
Anthropic Academy — Introduction to Subagents May 28, 2026
CompTIA — Security Analytics Professional (CSAP) May 18, 2026 — May 18, 2029
CompTIA — CySA+ May 18, 2026 — May 18, 2029
Anthropic Academy — Introduction to Agent Skills May 5, 2026
Anthropic Academy — Al Fluency: Framework and Foundation Mar 23, 2026
AWS — Fundamentals of ML and Al Jan 16, 2026
ISC2-CC Jan 5, 2026 — Jan 31, 2029

CompTIA — Security+ October 22, 2024 — May 18, 2029



